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Data breaches are a 
bigger problem than 
ever, especially with 
distributed workforces.

email threats from insiders 
are steadily rising

 Do security, IT, and compliance leaders 
have true visibility over how their employees are handling 
and mishandling data on email?

THE STATE OF DLP 2020

Introduction
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THE STATE OF DLP 2020

Executive Summary

Readers will:
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800 
misdirected
emails

48% of 
employees

27,500 
emails

US employees
are 2x more likely

38x more often

once every
1-3 months
are 2x as likely 

91% of IT 
leaders
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THE STATE OF DLP 2020

Key Findings

84% of IT leaders
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CHAPTER 1  |  DLP: A GROWING PROBLEM

Email is The #1
Threat Vector
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Email Web/Network USB Printer Other threat vector

47% 46%

5%

1% 1%
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CHAPTER 1  |  DLP: A GROWING PROBLEM

People Control Our Data
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CHAPTER 1  |  DLP: A GROWING PROBLEM

New Challenges Around 
Remote-Working

Neither 7%

Disagree 9%
Agree 84%
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48%Average across 
all company sizes

most

2 to 49 
employees

50 to 249 
employees

250 to 999 
employees

1,000+ 
employees

91%

85%

50%

89%

95%

87%

54%

54%

30%

Employees: "I'm less likely to follow safe security practices when working from home."

IT Leaders: "I trust my employees to follow security policies when working from home."
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50%

48%

47%

39%

Because I am not 
working on my 
usual devices

Because I feel as 
though I'm not 
being watched by 
my IT team

Because I am 
distracted

Because I'm 
under pressure to 
get work done 
quickly
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HEAD OF INFORMATION TECHNOLOGY 

59% 62%

49%

19%

69%

35%

52% Agree
26% Disagree

22%
Neither

Age of employee

Region
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CHAPTER 2  |  HOW EFFECTIVE ARE CURRENT SOLUTIONS?

More Training Doesn’t 
Equate to Fewer 
Security Incidents  14%

23%

24%

22%

5%

3%

1%

2%

6%

 61%
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37% 42%

57%

20%

80%

38% 63%
58%

43%

Don’t send 
misdirected emails

Send misdirected 
emails

62%

52%

46%

Don’t send 
company data to 
personal emails 
accounts

Send data to 
personal emails 
accounts
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49%
47% 47%

35% 34% 33%
28%

24%

16% 14%
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81%

71%
67%

62%
60% 60% 57%

46% 46%

35%

17%

52% Average
across industries
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21%

14%

20%

12%

17%

19%

13%

7%

11%
10% 10%

12%

8%

16%

IT Leaders Employees
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CHAPTER 2  |  HOW EFFECTIVE ARE CURRENT SOLUTIONS?

Employees Aren’t 
Reporting Their 
Mistakes 

480

Employees: Average # of misdirected emails per year according to Tessian data 

IT Leaders: Average # of emails IT leaders think are misdirected within organization per year

80
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300

800

480
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Employees: Average # of unauthorized emails per year according to Tessian data

IT Leaders: Average # of unauthorized emails IT leaders think are sent 
within organization per year

24

720 unauthorized 

NOTE

2,750

72 450 720

17,200

27,500
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CHIEF INFORMATION SECURITY OFFICER

45%
Yes

55%
No
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CHAPTER 2  |  HOW EFFECTIVE ARE CURRENT SOLUTIONS?

US Employees and Young, 
Digital Natives are the Least 
Careful and Compliant

UK

US

18%

64%

32%

17%

33%

12% 11%
3% 6% 3%
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US Employees and Young, 
Digital Natives are the Least 
Careful and Compliant

UKUS

18%

64%

32%

17%

33%

12% 11%

3%
6%

3%

45%
US

23%
UK
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31%

72%

US UK

31%

72%
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CHAPTER 2  |  HOW EFFECTIVE ARE CURRENT SOLUTIONS?

Security policies 
impede employee 
productivity 

32%

23%

22%

21%

1%
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INFORMATION SECURITY PROGRAM LEAD

30

25%
Neither 51%

Agree

24%
Disagree 28%

Neither 54%
Agree

18%
Disagree
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Agree Disagree Neither

59%

9%

32%

63%

14%

24%

53%

21%

27% 28%

35%
37%
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CHAPTER 2  |  HOW EFFECTIVE ARE CURRENT SOLUTIONS?

Rule-based 
Solutions Fall Short11% 

Neither

85%
Agree

4%
Disagree
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CHAPTER 3  |  NEXT GENERATION DLP

Security Leaders Trust 
Machine Learning 

29%

24%

19%

18%

9%

1%
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FORMER GLOBAL CHIEF INFORMATION 
OFFICER
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CHAPTER 3  |  NEXT GENERATION DLP

How Does Tessian 
Prevent Data Loss? 
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CHAPTER 3  |  NEXT GENERATION DLP

Tessian: The Most Effective DLP Solution

your own historical 
email data points

CHIEF INFORMATION SECURITY OFFICER

http://tessian.com/research
http://tessian.com/research
https://info.tessian.com/threat-report?utm_medium=content&utm_source=pdf&utm_campaign=DLP


TESSIAN.COM/RESEARCH TESSIAN.COM/RESEARCH →

http://tessian.com/research
http://tessian.com/research
http://tessian.com/research
http://tessian.com/research
https://twitter.com/intent/tweet?url=https%3A%2F%2Fbit.ly%2F2ZFeYSL&text=Data%20loss%20-%20whether%20accidental%20or%20intentional%20-%20is%20a%20big%20problem%20for%20organizations.%20Why%3F%20Because%20people%20control%20our%20data%2C%20and%20people%20break%20the%20rules%20and%20make%20mistakes.%20Read%20Tessian's%20report%20to%20find%20out%20more.
http://www.linkedin.com/shareArticle?mini=true&url=https%3A%2F%2Fbit.ly%2F2ZFeYSL&title=Data%20loss%20-%20whether%20accidental%20or%20intentional%20-%20is%20a%20big%20problem%20for%20organizations.%20Why%3F%20Because%20people%20control%20our%20data%2C%20and%20people%20break%20the%20rules%20and%20make%20mistakes.%20Read%20Tessian's%20report%20to%20find%20out%20more.
mailto:email@email.com?subject=Tessian's%20The%20State%20of%20DLP%202020&body=Data%20loss%20-%20whether%20accidental%20or%20intentional%20-%20is%20a%20big%20problem%20for%20organizations.%20Why%3F%20Because%20people%20control%20our%20data%2C%20and%20people%20break%20the%20rules%20and%20make%20mistakes.%20Read%20Tessian's%20report%20to%20find%20out%20more.%20https%3A%2F%2Fbit.ly%2F2ZFeYSL
https://www.observeit.com/cost-of-insider-threats/
https://www.itgovernance.co.uk/dpa-and-gdpr-penalties
https://www.esecurityplanet.com/network-security/survey-2019-businesses-accelerate-spending-hiring.html
https://www.esecurityplanet.com/network-security/survey-2019-businesses-accelerate-spending-hiring.html
https://www.radicati.com/wp/wp-content/uploads/2015/02/Email-Statistics-Report-2015-2019-Executive-Summary.pdf
https://enterprise.verizon.com/resources/reports/dbir/
https://enterprise.verizon.com/resources/reports/dbir/
https://www.gov.uk/government/news/uks-booming-cyber-security-sector-worth-83-billion


TESSIAN.COM/RESEARCH 

Tessian builds technology to empower people to work safely, 
without security getting in their way. We believe people shouldn’t 
have to be security experts to do their jobs. Tessian’s Human Layer 
Security platform automatically protects your employees on email - 
where they spend 40% of their time - from risks like data exfiltration, 
accidental data loss and phishing.
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